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Uvod
(o] Jelele]

Informatizacia spolo¢nosti

velké mnoZstvo tidajov

digitalne informa&né a komunikagné technoldgie
potreba ochrany v tzv. kybernetickom priestore
zdkon o kybernetickej bezpe¢nosti (69/2018 Z. z.)

zdkon o informa&nych technoldgiach vo verejnej sprave
(95/2019 Z. z.)

vVvYyyvyy
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Uvod
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To najdolezitejSie z pravnych predpisov

» uréenie manazéra kybernetickej a informalnej bezpeénosti

» zavedenie systému riadenia informacnej bezpelnosti
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Kde je problém?
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Uvod
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Kde je problém?

» poziadavky su rozsiahle aj pre spravcu malého ISVS
» nedostatok kvalifikovanych odbornikov

P potreba systematického rieSenia
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Bakalarska praca
000000000

Pomocny systém pre manazéra

KIB
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Bakalarska praca
000000000

Nasa bakalarska praca

V nasej bakalarskej praci sme:
» analyzovali pravne predpisy a poZiadavky na KIB
» popisali postupnost krokov pre zavedenie ISMS

» navrhli pomocny systém pre manazéra KIB
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Bakalarska praca
[e]e] leleleleele)

Pomocny systém pre manaZéra KIB

objasni, preto sa musia v organizacii zaoberat KIB
poskytne minimalne znalosti KIB

vysvetli a prevedie ho procesom zavadzania ISMS

vvvyYyy

pomdZe mu zozbierat informdcie na vypracovanie
bezpetnostnej dokumenticie
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Bakalarska praca
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Medzindrodné Standardy a metodiky

» séria Standardov ISO/IEC 27000

> |SO/IEC 27001 (Information security management systems —
Requirements)[4]

» ISO/IEC 27002 (Information security controls)[5]

» metodiky BSI:

» BSI Standard 200-1 (Information security management
systems)[1]

» BSI Standard 200-2 (IT-Grundschutz Methodology)[2]

» BSI Standard 200-3 (Risk analysis based on IT-Grundschutz)|3]

» IT-Grundschutz Compendium|[6]
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Bakalarska praca
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Nas systém

vysvetluje zaklady KIB
odkazuje na relevantné zdkony a metodiky
zbiera ddaje od manazéra KIB

spise politiku KIB

vVvyYyyvyy

proof-of-concept
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Pouzité technoldgie

¢, Java
= J B4 Thymeleaf

spring B
boot
Postgre SQL

HTML
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Bakalarska praca
000000800

Ukdzka navrhnutého pomocného systému

Teraz si prejdeme systémom a ukdZeme niektoré z jeho Casti.
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Datdbazovy pohlad

id =ismssetup_threatandris} =threatandrisk

=acceptablerisklevel ~sismssetup_id “athreattype

+: documentskib sthreatsandrisks_order  [* = riskimpact
==documentsrelease =threatsandrisks_threattype isklevel

= managingauthority ¥ = riskprobability

= organizationalleadershipstatus

= responsibleforbuildingadministration Bl ~ ismssetup_securityobject = securityobjective

= responsibleforcontrol = ssismssetup_id aid

= responsibleforeconomy wsecurityobjectives_order [* basicorotectionvalues
= responsibleforit ssecurityobjectives_id r==wordiﬁg

= responsibleforlegalagenda I

= responsibleforpersonalagenda
= responsibleforprotectionofpersonaldata
= statutory

= organisationgoals

= organisationstrategiccontext

= organisationstructure

= organisationthirdparties

= guarantorkib

= organisationcharacteristics

= organisationfoundation
=organisationname

= organisationnameacronym

= organisationtasks
i::secondaryassets

i securityprinciples
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Bakalarska praca
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Datdbazovy pohlad

= describedprotectid

= businesspro

<processedinformation

=describedprotection_value

Anton Kica

aid ® organisation_application_business_prd
wismain <organisation_application

<name business_process

<owner

organisation_applicat}

scode

count
= description
<name

<responsible

= users

=organisation_rog

Systém na podporu vypracovania bezpe&nostnych projektov pre malé ISVS

=count
=description
<location
=<name
=responsible
=<users
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Zaver
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Zhrnuté: Co sa ndm podarilo?

analyza pravnych poZiadavkov
proof-of-concept systém
vysvetlili sme manazérovi KIB jeho povinnosti

uviedli a vysvetlili sme problematiky KIB manazérovi KIB

vVvYyyVvyy

ziskali sme od manaZéra KIB informdacie potrebné na
vypracovanie bezpecnostnej dokumentacie KIB
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DalSia praca

systém nie je kompletny, je &iastone implementovany
venovali sme sa zatial iba zavadzaniu ISMS

vacsia funkcionalita a pomoc manazérovi

vvyyypy

podrobnejsie v bakalarskej praci
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zdroje

[1] BSI Standard 200-1. 2017.

[2] BSI Standard 200-2. 2017.

[3] BSI Standard 200-3. 2017.

[4] ISO/IEC 27001. 2022.

[5] ISO/IEC 27002. 2022.

[6] IT-Grundschutz-Compendium. 2022.
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Koniec

Dakujem za va$u pozornost.
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Posudky
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priestor na otazky
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