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Phishing

e Phishing je forma utoku s
vyuzitim metod tzv.
socialneho inzinierstva, pri
ktorom sa zloCinec vydava
za doéveryhodnu osobu alebo
instituciu s cielom ziskat od
obete citlivé informacie.
[https://www.eset.com/sk/phishing/]

exarnple.com
exaample.com
exmple.com
example-com.org

example.website.com



Typosquatting
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Ciele prace

e detekcia phishingovych a typosquattingovych domén podla ich
podobnosti s legitimnou doménou
o prehlad existujucich funkcii na meranie podobnosti 2 domeén
o navrh 2 vlastnych funkcii
o porovnanie efektivity existujucich a vlastnych funkcii

e nastroj na generovanie podobnych domén
o navrh a implementacia
o porovnanie s existujucimi nastrojmi



Funkcie na meranie podobnosti

Levenshtein distance
Damerau-Levenshtein distance
Jaro similarity

Jaro-Winkler similarity

Gestalt pattern matching



Damerau-Levenshtein distance

e Vvzdialenost medzi retazcami x a y je najmensi pocCet vybranych
operacii potrebnych na transformaciu x na y

e operacie:

substitucia jedného znaku za iny

vymena dvoch susednych znakov

pridanie znaku

odstranenie znaku
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Damerau-Levenshtein distance
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Vanilla distance

e upravuje ceny operacii Damerau-Levenshtein distance, aby znizila
vzdialenosti pre typosquattingové domeény

Caramel distance

e upravuje Damerau-Levenshtein distance, aby detekovala phishingoveé
domeény, ktoré:
o vyrazne nemenia hlavnu Cast originalnej domény
o zmenia top-level doménu, pripadne pridaju prefix alebo suffix

example.com example-site.org



Experiment

e ziskali sme dataset phishingovych domén a dataset najpopularnejsSich
domeén, ktoré sme oznacili ako legitimne

e dve domeny su podla funkcie podobné prave vtedy, ak maju
vzdialenost mensiu ako nejaka zvolena hranica

TP = |{x € phishing | Jy € legitimate: d(x,y) < threshold}|
FP = |{x € legitimate | dy € legitimate: d(x,y) < threshold A x # y}|



Vysledky
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Gestalt pattern matching
Jaro-Winkler similarity
Levenshtein distance
Modified Levenshtein distance

Vanilla distance
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Vysledky
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Experiment (2)

e vybrali sme 5 popularnych domén registrovanych pod doménou sk
e pre kazdu sme nasli 20 najpodobnejsich domén podla réznych funkcii
e manualne sme overili obsah stranok na tychto doménach

Function Malicious | Typosquatting | Legitimate | Neutral
Jaro-Winkler similarity 10 16 8 66
Gestalt pattern matching il 14 it 68
Damerau-Levenshtein distance 14 15 9 62
Enhanced Levenshtein distance L3 14 10 63
Vanilla distance 13 15 6 66
Caramel distance 14 13 8 65




Generator podobnych domeén

e namiesto analyzy zoznamov uz navstivenych domén moézu byt
podobné domény generované preventivne

e vstup: doménove meno stranky spolocCnosti

e vystup: zoznam podobnych domén, ktoré mézu byt potencialne
pouzité utoCnikmi snaziacimi sa imitovat' danu spoloCnost
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Existujuce nastroje

example.com

¥ dnstwist

phishing domain scanner

PERMUTATION

example.com
*original

exampler.com
addition

examples.com
addition

example6.com
addition

example3.com
addition

examplez.com

Scanned 2203 permutations. Found 138 registered: share it or download as CSV JSON

IP ADDRESS NAME SERVER
93.184.215.14 a.iana-servers.net
2606:2800:21f:cb07:6820:80da:af6b:8b

2c

Europe

103.168.172.37 ns1.messagingengine.com
104.18.14.50 morgan.ns.cloudflare.com

2606:4700::6812:e32
United States

104.21.59.130 keira.ns.cloudflare.com

2606:4700:3030::ac43:b185
United States

104.21.88.14 dan.ns.cloudflare.com

2606:4700:3033::6815:580e
United States

13.248.169.48 ns1.namefind.com

MAIL SERVER

in1-smtp.messagingengine.com

alt1.aspmx.l.google.com
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Ako zlepsit existujuce nastroje

e viac vygenerovanych domen
o viac spdsobov modifikacie originalnej domény
o volnejSie kombinovanie modifikacii

e kontrola nad velkostou vystupu

e domeény zoradené podla podobnosti
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Porovnanie nastrojov

Tool Generated domains | Time
dnstwist (default) 3256.6 0.45s
dnstwist (with lists) 20619.2 1.14s
Typosquatting Finder 10600 0.28s
URLCrazy 2030.6 0.35s
SDG Default (5000) 5000 7.98s
SDG General (5000) 5000 2.67s
SDG Default (10000) 10000 9.10s
SDG General (10000) 10000 4.45s
SDG Default (25000) 25000 23.23s
SDG General (25000) 25000 9.53s
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Porovnanie nastrojov

Tool Generated domains | Registered domains
dnstwist (default) 3256.6 17.8
dnstwist (with lists) 20619.2 31.2
Typosquatting Finder 10600.0 117.0
URLCrazy 2030.6 96.0
SDG Default (5000) 5000 26.0
SDG General (5000) 5000 38.0
SDG Default (10000) 10000 65.2
SDG General (10000) 10000 70.4
SDG Default (25000) 25000 271.0
SDG General (25000) 25000 115.6
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Diskusia
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Skupiny pravidiel

general:
insertion
deletion
substitution
transposition
typosquatting:
repeat_insertion
repeat_deletion
adjacent_insertion
adjacent_deletion
adjacent_substitution
adjacent_transposition

similar:
similar_substitution
similar_transposition
similar_multicharacter_substitution

public_suffix:
tld_insertion
tld_deletion
tld_substitution
tld_transposition

extended_similar:
user_prefix_suffix
common_prefix_suffix
custom_prefix_suffix
level_transposition
numeral_substitution
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