Analyza prebaleneho Telegramu a
Signalu pomocou pozorovacich a
bezpe€nostnych nastrojov

Veduci: doc. RNDr. Daniel Olejar, PhD.
Konzultant: Mgr. Peter KoSinar — ESET

Ing. Bc. Jakub Skoda



Co skimame?



Repackaging attacks - priklad
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App of the original Signal with additional features that




Repackaging attacks - priklad

+utok prebiehal od jula 2022 do maja 2023

-+ malvér verzia Signalu - Signal Plus Messenger

+ dostupna na Google Play a Samsung Galaxy Store

- vie extrahovat Cislo PIN, ktoré ochrarnuje Signal ucet

+ zneuziva funkciu Pripojené zariadenia, ktora prepaja hlavnu aplikaciu Signal
(Android a iOS) so Signal Desktop a Signal iPad
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Repackaging attacks - charakteristika

+ zoberieme legitimnu aplikaciu a dodame do nej kdd navyse

+ Casto ju prezentujeme ako vylepSenu aplikaciu
obcas upravena verzia nemusi byt hned malvér

- “iba” adware nie malvér
- pokles prijmov z reklamy o 14 % pre vlastnika aplikacie (Gibler et al. 2013)
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Co nie je repackaging attack
- neoficialne modifikacie

- forky open-source aplikacii

- white-label aplikacie
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Repackaging attacks - incidencia
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Repackaging attacks - incidencia

+ velmi popularne v obdobi vzniku Androidu

* (Zhou and Jiang 2012) - 1 083 malveru z 1 260 (86 %) aplikacii v obchodoch s
aplikaciami bol prave repackaging attack

- (Gibler et al. 2013) - 44 268 (16,7 %) z 265 359 aplikacii zadarmo boli klonované
aplikacie
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Ako to skumame?



Linux tracing - nastroje
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Metody skumania

reverzné inzinierstvo

+ ziskaj kdd pre originalnu a modifikovanu aplikaciu

+ porovnaj a najdi podozrivy kod
pozorovanie

+ pozoruj obe aplikacie

+ zisti, aku operaciu navySe spravi modifikovana aplikacia
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Co presne pouzivame?



Linux tracing - nastroje
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eBPF

+ pouzili sme eBPF pomocou BCC toolkit
+ BCC vykonava vacsinu tracingu na urovni kernelu
+umoznuje rychle vyhladavanie

- pomocou BCC sme napisali vlastny program, ktory zachytava naraz vSetko, ¢o
potrebujeme

plna verzia na <https://github.com/lacobusKopiirefuto/anbako-BCC
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https://github.com/IacobusKopiirefuto/anbako-BCC

eBPF

pozreli sme sa na systémové volania

TCP aktivne spojenia pomocou connect ()
otvorené subory pomocou open()

nové procesy pomocou exec ()
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Je signal-cli legitimna aplikacia?



signal-desktop a signal-cli

signal-desktop

+oficialna verzia pre Linux od developerov Signalu

- grafické rozhranie zaloZzené na Electron frameworku
signal-cli

+ neoficialny projekt
+umoznuje ovladanie Signalu cez prikazovy riadok
- vhodny ako zaklad pre dalSie projekty

- jednoduché ncurses GUI

- automatizované posielanie sprav (napriklad odosielanie logov)
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connect

Pripajanie sa k doménam nesuvisiacich so sluzbou méze naznacovat nekalé
posielanie alebo ziskavanie dat.

Z informacii zo SignalComunity a zdrojového kddu sme vopred vedeli, na ake
domeény sa ma Signal pripajat.

signal-desktop aj signal-cli sa podla naSej analyzy pripajali len na o¢akavané
domeny.

Jediny rozdiel bol v tom, Ze signal-cli pouziva IPv4 a signal-desktop IPvé.

18/36



connect: signal-desktop

PID

13646

13646

13646

13646

13646

13646

13646

COMM

signal-deskt

signal-deskt

signal-deskt

signal-deskt

signal-deskt

signal-deskt

signal-deskt

DADDR

2600:9000:a61f:527c:

d5eb:a431:5239:3232

2606:4700:4400::ac40:966¢

2606:4700:4400::ac40:966¢

2606:4700:4400::ac40:966¢

2a00:1450:4014:80e::2013

2600:9000:a61f:527c:

d5eb:a431:5239:3232

2600:9000:2611:9200:

1d:4f32:50c0:93a1

DPORT

443

443

443

443

443

443

443

QUERY

chat.signal.org

cdn2.signal.org

cdn2.signal.org

cdn2.signal.org

storage.signal.org

chat.signal.org

cdn.signal.org
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connect (receiving message): signal-cli

PID

11084

11084

11084

11084

11084

11084

11084

COMM

signal-cli

.signal.org/

.signal.org/

tokio-runtim

signal-cli

pool-6-threa

pool-6-threa

DADDR

13.248.212.111

13.248.212.111

13.248.212.111

2603:1030:7::1

104.18.37.148

3.161.119.11

142.251.36.147

DPORT

443

443

443

443

443

443

443

QUERY

chat.signal.org

chat.signal.org

chat.signal.org

cdsi.signal.org

cdn2.signal.org

cdn.signal.org

storage.signal.org
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connect (sending message): signal-cli

PID

11084

11084

11084

11084

11084

11084

11084

COMM

signal-cli

.signal.org/

.signal.org/

tokio-runtim

signal-cli

pool-6-threa

pool-6-threa

DADDR

13.248.212.111

13.248.212.111

13.248.212.111

2603:1030:7::1

104.18.37.148

3.161.119.11

142.251.36.147

DPORT

443

443

443

443

443

443

443

QUERY

chat.signal.org

chat.signal.org

chat.signal.org

cdsi.signal.org

cdn2.signal.org

cdn.signal.org

storage.signal.org
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Ak program pristupuje k suborom, ktore by sme neocCakavali, m6zZe sa jednat’ o
nekalé ziskavanie a upravovanie dat alebo enumeraciu.

Nakolko signal-cli nevyuziva komplexné GUI, jeho legitimnost sa dala velmi lahko
overit.

Pristupoval k rovnakym suborom ako signal-desktop, ale bolo ich vyrazne mene,;.
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open: signal-desktop aj signal-cli

- /etc/passwd,

- /dev/urandom

- /etc/1ld.so.cach

- /etc/nsswitch.conf

- /etc/resolv.conf

- /sys/devices/system/cpu/possible
- /proc/stat

- /proc/self/maps

- /proc/self/fd

- /run/systemd/machines/chat.signal.ozxqg.
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open: signal-desktop

vlastné (konfiguracne) subory:

/usr/1lib/signal-desktop/
- ~/.config/Signal

subory potrebné pre Electron GUI, fonty a ikonky:

/usr/share/fonts, ~/.local/share/fonts/, ~/.fontconfig,
/ .cache/fontconfig/
- ~/.icons/, ~/.local/share/icons

/dev/shm/.org.chromium.Chromium.*, /tmp/.org.chromium.Chromium.*
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open: signal-cli

vlastny prie€inok
~/.local/share/signal-cli
pouzivatelske kniznice

- /usxr/1lib/
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exec

Ak by program spustal neoCakavané prikazy, mohlo by to znamenat, Ze vykonava
aj inu ¢innost nez by mal.

signal-desktop spusta rozne procesy suvisiace s Electronom s dlhym zoznamom
flagov.

signal-cli bolo znova menej komplexné, pomocou shellu iba zistilo nastavenie
terminalu a operacny systém.
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exec: signal-desktop

PID COMM PPID RET ARGS
signal- " e i "

13546 desktop 13541 0 /usr/bin/signal-desktop
signal- “/usr/lib/signal-desktop/signal-desktop” “-type=zygote” “-no-zygote-

13549 desktop 13546 0 sandbox”
Slgnal' " . . H " u — ”

13550 13546 0 /usr/lib/signal-desktop/signal-desktop” “~type=zygote
desktop

13566 xdg—' 13546 0 ll/gsr/bln/xdg-ssttlngs set” “default-url-scheme-handler” “sgnl
settings signal.desktop

13582 xdg—. 13546 0 ll/gsr/b|n/xdg-s,,’el:ct.lngs set default-urI-scheme—handIer
settings signalcaptcha” “signal.desktop

13616,

13646, exe 13546 0 (see next slides)

13679
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exec: signal-desktop

PID COMM PPID RET ARGS

“/proc/self/exe” “-type=utility” “~utility-sub-
type=network.mojom.NetworkService” “~-lang=en-US” “-service-
sandbox-type=none” “-enable-crash-reporter=f7e9ea8d-135d-4de5-
13616 exe 13546 0 a67¢-95010fb400d7,no_channel” “~user-data-
dir=/home/jackie/.config/Signal” “~shared-
files=v8_context_snapshot_data:100" “-~enable-
features=kWebSQLAccess" “~variations-seed-version”
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data:100

exec: signal-desktop

PID COMM PPID RET ARGS

“/proc/self/exe” “-type=renderer” “-enable-crash-reporter=f7e9ea8d-
135d-4de5-a67¢c-95010fb400d7,no_channel” “~user-data-
dir=/home/jackie/.config/Signal” “~app-path=/usr/lib/signal-
desktop/resources/app.asar” “-no-sandbox” “-no-zygote” “-enable-
blink-features=CSSPseudoDir,CSSLogical” “~first-renderer-process” “-
disable-gpu-compositing” “~lang=en-US” “-num-raster-threads=2" “-
enable-main-frame-before-activation” “~-renderer-client-id=4" “-time-
ticks-at-unix-epoch=-1715236720975010" “~launch-time-
ticks=25421136890" “-shared-files=v8_context_snapshot_data: 100" “-
enable-features=kWebSQLAccess" "

13646 exe 13546 0
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data:100

exec: signal-desktop

PID COMM PPID RET ARGS

“/proc/self/exe” “-type=utility” “~utility-sub-
type=audio.mojom.AudioService” “~-lang=en-US" “~service-sandbox-
type=none” “-enable-crash-reporter=f7e9ea8d-135d-4de5-a67c-
13679 exe 13546 0 95010fb400d7,no_channel” “~user-data-
dir=/home/jackie/.config/Signal” “~shared-
files=v8_context_snapshot_data:100" “-~enable-
features=kWebSQLAccess" “~variations-seed-version”
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data:100

exec: signal-cli

PCOMM

signal-cli

sh

stty

sh

stty

uname

PID

11234

11237

11239

11240

11241

11242

PPID

10307

11234

11237

11234

11240

11234

RET

ARGS

“./signal-cli -u +421909104930 send -m "Hello, how are you?"
+421909543173"

“/usr/bin/sh -c stty -a < /dev/tty”

“/usr/bin/stty -a"

“/usr/bin/sh -c stty -a < /dev/tty”

“/usr/bin/stty -a"

“/usr/bin/uname -0"
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Zaver



Vysledok

Vytvorili sme aplikaciu vyuzivajucu eBPF, ktora po spusteni uz sama vygenerovala
potrebné logy zachytavajuce:
- TCP aktivne spojenia pomocou connect ()
otvorené subory pomocou open()
NOVE procesy pomocou exec ()
Pomocou tychto logov sme porovnali oficialnu signal-desktop aplikaciu s

neoficialnou signal-cli a zistili sme, Ze sa jedna o legitimnu aplikaciu poskytujucu
alternativnu moznost interakcie so Signalom.
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Vyjadrenie k otazke oponenta

Aka bola vasa motivacia pisat pracu v anglictine?

nedostatok slovenskej terminologie v oblasti

praca v tom istom jazyku ako zdroje informacii zamedzuje skreslovaniu
vyznamov pri preklade

+dve zaverecCne prace som pisal v angli¢tine, nemal som na to negativne ohlasy
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Dakujem za pozornost'.
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