Pocitacoveé siete
Spanning Tree Protocol (STP)



Viachasobneé prepoje switch-ov

* preco to spravit
— odolnost voci vypadku linky
- Clastocna odolnost' voci vypadku switch-a

* vypadok switch-a neznefunkCni celu siet — len Cast, ktora nema iné
prepoje

» dodlezité uzly mbzu byt pripojené do viacerych switch-ov, Cim
zostanu pristupné aj po vypadku switch-a

e preco to nejde ,len tak”

- vznik slucCiek (loop)
e poslanie ramca na vSetky porty sposobi zacyklenie a zahltenie siete



Viachasobneé prepoje switch-ov

* riesenie
— deaktivovat nadbytocCne linky

 tak, aby vzdy existovala prave jedna cesta medzi [ubovolnymi 2 uzlami
siete — vytvorenie kostry siete (kostra = spanning tree)

* poziadavky
— automaticka konfiguracia

- mala ¢asova a komunikac¢na narocnost’

— schopnost’ automaticky reagovat na zmenu podmienok
* pridanie/odobratie switch-a, zlyhanie/obnovenie linky, ...

- deterministickost’ a ovplyvnitelnost (pomocou parametrov) vyberu
pouzitych switch-ov a liniek v kostre



STP — predpoklady

* multicastova adresa pre adresaciu vsetkych
switch-ov

- .Bridge Group Address*
- 01:80:C2:00:00:00

* jedinecny identifikator switch-a
- priotita + MAC adresa

* jedineCny identifikator portu switch-a
- priorita + Cislo portu



STP — zakladné pojmy

* root bridge
— switch zvoleny za koren kostry

* designated bridge (pre segment siete)
— switch, cez ktory sa prenasaju data z/do segmentu

* root port
— port smerom Kk root bridge-u

* designated port (pre segment siete)
— port, cez ktory sa prenasaju data z/do segmentu



STP — zakladné pojmy

DP

root bridge

DP

bridge

RP

designated

bridge

DP = designated port

RP = root port
AP = alternate port

RP

AP

blocking

ports



STP — zakladné pojmy

e path cost (pre kazdy port)
- ,cena” linky pripojenej k portu
- konfigurovatelna

* root path cost (pre kazdy port)
- ,cena”“ cesty z portu k root bridge-u



STP — zakladné pojmy

- najvyznamnejsia je priorita, potom MAC adresa

* designated port pre segment

— port s najnizsou root path cost — najlacnejsSou cestou ku
korenu

— ak ich je viac, tak rozdhoduje ID bridge-a
- ak ich je stale viac, tak ID portu

» designated bridge pre segment
- bridge obsahujuci designated port pre segment



STP — princip

bridge-e si posielaju BPDU (Bridge Protocol Data Unit)

— ID odosielajuceho bridge-u, ID odosielajuceho portu, ID root bridge a root path
cost

na zacCiatku si kazdy mysli, ze je root bridge a designated bridge pre
vSetky pripojené segmenty

na zaklade prijatej BPDU bridge koriguje svoju predstavu o root bridge,
a designated bridge pre segment

root bridge pravidelne posiela BPDU

ked bridge dostane z RP BPDU s lepSou alebo rovnakou informaciou,
posSle novu informéciu cez vSetky DP

ked bridge dostane z DP BPDU s horSou informaciou, odpovie cez
tento port vlastnou informaciou



STP — princip

Informacie ziskané cez STP maju timeout
- vyprsanie timeout-u signalizuje zlyhanie

ak vyprsi informacia prijata cez niektory port, bridge
sa pokusi stat’ designated bridge pre tento segment

ak vyprsi informacia prijata z RP, bridge si urCi novy
RP

ak sa uplne strati informéacia o root bridge, switch
sa pokusi stat’ root bridge-om
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STP — stavy portov

blocking

- port neprenasa data, ale prijima BPDU

listening

— port eSte neprenasa data, Caka na stabilizaciu topologie

- nasledne sa bud vrati do blocking alebo postupi do learning
learning

- port eSte neprenasa data, ale ucCi sa MAC adresy

— po uplynuti stanoveného Casu prejde do forwarding

- mo6ze prejst spat do blocking

forwarding

— port plne funkcny
- moOze prejst spat do blocking
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STP — notifikacie o zmenach

* pri zmene topologie
- moze dojst k ,presunu” uzlov siete

— bridge posle notifikaciu, ze doslo k zmene root
bridge-u
* Specialny TCN BPDU
— root bridge posle notifikaciu vSetkym bridge-om
* nastavenim flagu v BPDU
- bridge-e znizia Cas na expiraciu zaznamov o MAC
adresach
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BPDU

 BPDU sa posiela v Ethernet + LLC ramci
- cielova adresa (6B) — 01:80:C2:00:00:00
- zdrojova adresa (6B) — MAC adresa portu
- dizka (2B)
— LLC header (3B) — 0x42, 0x42, 0x03
- BPDU



Config BPDU

protocol ID (2B): 0x0000
protocol version (1B): 0x00
BPDU type (1B): 0x00 = config
flags (1B): bit 0 =TC, bit 7 = TC Ack
root ID (8B)

root path cost (4B)

bridge ID (8B)

port ID (2B)

message age (2B)

max age (2B)

hello time (2B)

forward delay (2B)
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TCN BPDU

* protocol ID (2B): 0x0000
* protocol version (1B): 0x00
« BPDU type (1B): 0x80 = TCN
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STP — konfiguracia

* nastavenie bridge priority
- 4 (najvyssie) bity
» 16 bitové Cislo, ktoré musi byt nasobkom 4096
» default 0Ox8000 = 32768

- 12 bitov — rozSireny ID (pouziva sa napr. pre VLAN)
- dalSich 48 bitov je MAC adresa

* nastavenie port priority
- 4 (najvyssie bity)
* 8 bitove Cislo, ktoré musi byt nasobkom 16
* default 0x80 =128

- dalSich 12 bitov je Cislo portu
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STP — konfiguracia

* hello time
— ako Casto posiela root bridge BPDU
— default 2s

* max age time
— timeout pre zivotnost konfiguracnej spravy
— default 20s

e forward delay

— Cas medzi prechodom z listening do learning a z learning do
forwarding stavu

- default 15s

17



STP — konfiguracia

e path cost
- 10Mbps 100
- 100Mbps 19
- 1Gbps 4

- 10Gbps 2

18



STP — algoritmus

* parametre bridge
- designated root, root path cost, root port
- max age, hello time, forward delay

- bridge ID, bridge max age, bridge hello time, bridge
forward delay
* konfigurovatelné parametre, pouzité, ked som root bridge

- topology change detected
* flag, ktory nastavim, ked' zistim zmenu alebo dostanem TCN

- topology change
* flag, ktory root bridge kopiruje do BPDU
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STP — algoritmus

* bridge timers

- hello timer
* sltzi na pravidelné posielanie BPDU z root bridge

- topology change notification timer
 slUzi na opakované posielanie TCN, ku ktorym este
neprisiel Ack
- topology change timer
e pocas tohto Casu nechava root bridge nastaveny TC flag
* bridge max age + bridge forward delay
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STP — algoritmus

* parametre portu
- port ID, stav, path cost

- designated root, designated cost, designated bridge,
designated port

* Udaje z prijate] BPDU na porte (ak je to DP, tak vlastné)

- topology change ack
 TC Ack pre buducu poslanu BPDU

- configuration pending
 flag, ktory hovori, ze sa ma poslat BPDU (po hold time)

- change detection enabled

21



STP — algoritmus

* port timers
- message age timer
 sleduje vek prijatej BPDU
- forward delay timer
* pre listening a learning stavy

- hold timer
 obmedzenie frekvencie BPDU (max 1/s)
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Prijatie BPDU

ak prijata BPDU obsahuje lepSie alebo rovnakeé udaje ako
zaznamenané v parametroch portu

— zapis udaje
« zapiS udaje z BPDU do parametrov portu
* nastav message age timer

- aktualizuj konfiguraciu
* vyber root
* vyber designated porty

— zmen stavy portov

- ak bola BPDU prijata z (noveho) RP, zaznamenaj timeouty do parametrov
bridge a vygeneruj BPDU na DP

- ak bola BPDU prijata z RP a mala nastaveny TC Ack, zastav Topology
change naotification timer a vynuluj Topology change detected flag
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Prijatie BPDU

« ak je na designated porte prijata BPDU s horSimi
parametrami

- t.J. nejaky iny bridge sa snazi stat root bridge-om
— posli na tomto porte BPDU
« ak je prijata TCN BPDU na designated porte

— spusti Topology change detection

— posli potvrdenie
e nastav Topology change ack
e posli BPDU na porte
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Vyber root bridge a root port

* najdi port, ktory nie je designated port a

- ma najmensi designated root

- ma najmensi designated cost + path cost

- ma najmensi designated bridge

— ma najmensi designated port

— ma najmensi port ID
 ak taky neexistuje (si root)

- nastav designated root (bridge par.) na svoje ID, root path cost = 0, root port =0
* ak existuje

— bude to root port

— nastav designated root (bridge par.) = designated root z root portu
- root path cost = designated cost + path cost
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Vyber designated portov

» ako designated port nastav kazdy port, ak
— uz je designated port
— designated root portu <> designated root bridge-u
— root path cost < designated cost portu, alebo = a
- bridge ID < designated bridge portu, alebo = a
- port ID < designated port portu

* nastavenie portu ako designated port:
— designated root portu = designated root bridge-u
- designated cost = root path cost
- designated bridge = bridge 1D
- designated port = port ID
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Topology change detection

* vykonava sa pri
~ prijati TCN BPDU

— prechode portu do forwarding stavu, ak je change detection enabled a bridge je
designated bridge aspon pre nejaky segment

— prechode portu z forwarding alebo learning do blocking, ak je change detection
enabled

- ked sa bridge stane root bridge-om

* postup

— ak si root bridge
* nastav Topology change flag
 spusti Topology change timer

— ak nie si root bridge a eSte nie je nastaveny Topology change detected
* posli TCN BPDU cez root port
 spusti Topology change notification timer
- nastav Topology change detected
27



Vyprsanie Message age timer

nastav port ako designated port

aktualizuj konfiguraciu

vyber root
vyber designated porty

zmen stavy portov

ak sa stavas root bridge-om

max age, hello time, forward delay nastav podla svojich
spusti Topology change detection

zastav Topology change naotification timer

vygeneruj BPDU na vSetky designated porty

spusti Hello timer
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Poslanie BPDU

 ak je aktivny Hold timer, len nastav Config pending, inak

* zostav BPDU
- root ID, root path cost, bridge ID, port ID z parametrov bridge-u

— ak si root bridge, message age = 0 inak upravena message age z root
portu

- max age, hello time a forward delay z parametrov bridge-u
— TC Ack podla Topology change ack portu
- TC podla Topology change bridge-u
e ak je message age < max age
- vynuluj Topology change ack a Config pending
— odosli BPDU, spusti Hold timer
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Rapid STP (RSTP)

« STP je pomaly
- max age time (20s) na zistenie straty konektivity
- forward delay (15s) x 2 na obnovenie konektivity
— spolu 50s v zlom pripade
- v dobrom pripade (okamzita detekcia zlyhania priamo pripojene;
linky) 30s
» cielom RSTP je tento proces urychlit
e spatna kompatibilia

- ak je na porte prijata STP (v. 0) BPDU, na tomto porte bude sa
bude pouzivat STP (v. 0)
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RSTP — typy portov

root port
— aktivny port smerom k root bridge-u

designated port
— aktivny port do segmentu siete na designated bridge-i

backup port
— neaktivny port do segmentu na designated bridge-i
— zaloha pre designated port

alternate port
- neaktivny port do segmentu na inom ako designated bridge-i
— zaloha pre root port
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RSTP — typy portov

* edge port
- port, ktory je pripojeny k LAN segmentu, ku ktoremu
nie je pripojeny ziadny iny bridge
e pripojeny priamo ku koncovému zariadeniu

e pripojeny k Casti siete bez podpory STP, ktora
neobsahuje ziadne redundantné spoje

— nastavitelna vlastnost' portu

— umoznuje rychly prechod do forwarding stavu
* bez Cakania, kedze ziadnu sluCku nemo6ze vytvorit
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RSTP — stavy portov

 discarding
- zjednotenie blocking a listening
— neuci sa MAC, nepreposiela data

* learning

— uci sa MAC

— nepreposiela data
 forwarding

- ucCi sa MAC
- preposiela data
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RSTP BPDU

protocol ID (2B): 0x0000
protocol version (1B): 0x02
BPDU type (1B): 0x02 = RSTP BPDU

flags (1B): b.0 = TC, b.1 = Prop, b.2-3: Portrole, b.4 = L, b.5 =Fwd, b.6 =Agr, b.7=0

- Port role: 0=Unknown, 1=Alternate/Backup, 2=Root, 3=Designated
root ID (8B)

root path cost (4B)

bridge ID (8B)

port ID (2B)

message age (2B)

max age (2B)

hello time (2B)

forward delay (2B)

version 1 length (1B): O
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RSTP — zrychlenie

konfiguracna BPDU sa posiela z kazdeho designated portu
pravidelne

- v STP len ako reakcia na prijaté BPDU z root portu

rychly prechod do forwarding stavu
- ked je isté, ze aktivaciou portu nevznikne slucka
— mechanizmus poziadaviek a potvrdeni namiesto dlheého Cakania

kratky Cas (3x Hello time) vypadku prichadzajucich BPDU, kym
zacne konat
- v STP default 10x Hello time (20s)

kratky forwarding delay (Hello time)

cas rekonfiguracie méze byt radovo v ms az par sekund
- STP 30 — 50s
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RSTP — priority vector

* (root, root path cost, desig. bridge, desig. port, port)

message PV

- hodnoty prijaté z BPDU

port PV

— uloZzené hodnoty z message PV na porte

root path PV

— vypocitané pre kazdy port, ktory ma port PV ziskany z prijatej spravy — root path cost sa
zvySi o port path cost

bridge PV
- (B, 0, B, 0, 0) — ak by bol B root, z tohto by odvodzoval vysielané PV

root PV
- bud bridge PV alebo najmensi root path PV

designated PV
- pre kazdy port odvodeny od root PV tak, ze za designated port dosadim prislusny port ID

- toto je PV, ktory budem posielat’ na porte, ak bude desig. portom pre segment

36



RSTP — volba roly portov

ak je port PV neaktualny, port je desig. port

ak je port PV prijaty a aktualny a je z neho odvodeny root PV, tak port je
root port

ak je port PV prijaty a aktualny, nie je z neho odvodeny root PV a desig.
PV portu nie je lepSi a port PV.desig. bridge je iny bridge, port je
alternate port

ak je port PV prijaty a aktualny, nie je z neho odvodeny root PV a desig.
PV portu nie je lepSi a port PV.desig. bridge je tento bridge, port je
backup port

ak je port PV prijaty a aktualny, nie je z neho odvodeny root PV a desig.
PV portu je lepSi, port je desig. port

ak port PV je vlastny, port je desig. port
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RSTP — volba roly portov

* Ked sa port ma stat desig. portom
- do port PV sa prenesu udaje z desig. PV
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RSTP — zmena stavu portu

* alternate a backup port
- prejde do discarding stavu

* root port
- ak bol forwarding, zostava

— ak nebol, prepne do discarding vSetky nedavno
byvalé root porty a prejde do learning a nasledne
forwarding

» ak bol nedavno backup, tak pocka aj na expiraciu
2xHelloTime
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RSTP — zmena stavu portu

* designated port

— 0znami svoj umysel poslanim spravy s nastavenym
Proposal flagom susedovi
* predpokladom je, ze ma na porte len 1 suseda

- ked mu sused potvrdi, ze je to OK (t.J. prijme zo
susedovho root portu spravu s Agreement flagom),
tak prejde do learning a nasledne do forwarding

* resp. po vyprsani casu pre pripad STP
— V pripade edge portu mdze prejst hned
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RSTP — Proposal & Agreement

e ked dostanem Proposal
- t.J. sused chce aktivovat designated port

— spustim synchronizaciu ostatnych portov a nasledne
poslem Agreement naspat susedovi

e port je synchronizovany, ak je discarding alebo edge alebo
som na nom prijal Agreement od suseda

* ak port nie je synchronizovany a nie je discarding, tak
prejde do discarding (Cim sa stane synchronizovany) a
nasledne cez neho poslem Proposal susedovi

e synchronizovany port = istota, ze port (a porty dalSich
bridge-ov za nim) su v sulade s rolami portov, teda ze
nemoze vzniknut cyklus
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RSTP — zmena topologie

deaktivacia portu
- vymaze naucené MAC adresy na tomto porte
aktivacia portu

- vymaze naucené MAC adresy na ostatnych portoch a posle
TCN na vsSetky aktivne porty (desig. a root)

prijatie TCN

- vymaze naucené MAC adresy na ostatnych portoch a posle cez
ne TCN

Ignoruje zmenu stavu edge portu, nevymazava MAC
adresy naucené na edge porte
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RSTP — prijatie BPDU

* ak prijmem BPDU z desig. portu

- s lepSim message PV ako port PV alebo z rovnakého desig. bridge a
portu ako ma port PV, tak aktualizujem port PV a zbehnem nové
stanovenie rol

- s rovnakym message PV, tak len aktualizujem timer

- s horSim message PV a s Learning z iného desig. portu na mojom
desig. porte, tak zaChem novy pokus stat’ sa desig. portom — zjavne tu
nieCo nesedi a iny bridge sa pokusa nastavit svoj port ako designated
pre tento segment

* ak prijmem BPDU z root / alternate / backup portu

— tak spracujem pripadny Agreement (Co mi umozni prejst' s Designated
portom do Learning / Forwarding stavu bez dasieho Cakania)
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STP a VLAN

» klasicky STP a RSTP neriesi VLAN

* Per-VLAN-Spanning-Tree (PVST+)
- CISCO Specialita
- pre kazdu VLAN vytvara samostatnu kostru

* Multiple Spanning Tree Protocol (MSTP)
- dalSia standardizovana verzia STP
- vychadza z RSTP

— umoznuje existenciu viacerych kostier
* ateda efektivnejSie vyuzitie liniek viacerymi VLAN
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MSTP

 jedna globalna kostra — Common and Internal
Spanning Tree (CIST)

- sklada sa z Common Spanning Tree (CST)
e prepaja STP a RSTP bridge a MST regiony
- a z Internal Spanning Tree (IST) v kazdom MST regione
« MST regidn

- MST bridge-e (a prislusné segmenty siete) so spolocnou
konfiguraciou — mapovanim VLAN na instancie MSTI

« MSTI (MST Instance) — samostatna kostra vnutri
MST regionu pre nejaku podmnozinu VLAN
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MSTP

* CIST root
- globalny root bridge

* CIST regional root
- root IST v regidne
— pripaja region k CST
* MSTI regional root
- root pre MST instanciu v regione
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MSTP roly portov

* CIST roly
- root, designated, alternate, backup — ako v RSTP

* MSTI roly

- root, designated, alternate, backup

— master port
* CIST root port CIST regional root bridge-u
» zabezpecuje prepojenie MSTI a siete mimo MST regionu
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MSTP

* komunikacia vnutri regionu
— pouziju sa linky v ramci prislusnej MSTI alebo IST
vnutri regionu
 komunikacia z regionu von (alebo naopak)

— pouziju sa linky v ramci MSTI alebo IST smerom

* k CIST regional root bridge-u a cez master port von z
regionu, alebo

e k listom a odtial do iného regionu
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MSTP

* CIST priority vector
- CIST root ID, external root path cost,
— CIST regional root ID, internal root path cost,

- Designated bridge ID, Designated port ID, Receliving
port ID

 MSTI priority vector
- MSTI regional root ID, internal root path cost,

- Designated bridge ID, Designated port ID, Receliving
port ID
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MSTP

* priorita bridge-u, priorita portu
- nastavovatelne separatne pre CIST a kazdu MSTI

 port path cost

- zvlast external port path cost
e pouzivané pre kalkulaciu ceny v ramci CST

— zvlast internal port path cost pre IST
— zvlast internal port path cost pre kazdu MST]

e cena externej cesty je v ramci regionu rovnaka
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MSTP — priradenie rol portom

* urcia sa CIST roly

identifikuje sa CIST root bridge

urCi sa CIST root port

urcCia sa CIST designated porty

urCia sa CIST alternate a backup porty

 urcia sa MSTI roly

urcCi sa master port

Identifikuje sa MSTI root bridge

urCi sa MSTI root port

urCia sa MSTI designated porty

urCia sa MSTI alternate a backup porty
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MSTP BPDU

protocol ID (2B): 0x0000

protocol version (1B): 0x03

BPDU type (1B): 0x02 = RSTP/MSTP BPDU

flags (1B): b.0 =TC, b.1 = Prop, b.2-3: Port role, b.4 = Lrn, b.5 =Fwd, b.6 =Agr, b.7=0
— Port role: 0=Unknown, 1=Alternate/Backup, 2=Root, 3=Designated
CIST root ID (8B)

external root path cost (4B)

CIST regional root ID (8B)

port ID (2B)

message age (2B)

max age (2B)

hello time (2B)

forward delay (2B)

version 1 length (1B): O
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MSTP BPDU

Version 3 length (2B)

MST Configuration ID (51B)

CIST internal root path cost (4B)

CIST bridge ID (8B)

CIST remaining hops (1B)

MSTI configuration messages (0 — 64 Xx)

MSTI flags (1B) — (pribuda port role 0 = master)

MSTI regional root ID (8B) — obsahuje MSTID v 12 bitoch rozSireného system ID
MSTI internal root path cost (4B)

MSTI bridge priority (1B)

MSTI port priority (1B)

MSTI remaining hops (1B)
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MSTP Configuration ID

* sluzi na identifikaciu bridge-ov so spolocnym
priradenim VLAN k MSTID

- Format selector (1B) =0
- Config name (32B) — default MAC v hex
- Revision level (2B) — default O

- Config digest (16B)

« HMAC-MDS5 z tabulky 4096 x 2B
— MSTID pre kazdu VLAN (0 = IST, prva a posledna polozka = 0)
— klac: 0x13AC06A62E47FD51F95D2BA243CD0346
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STP — priklad

R:0.2, C:0

0.1
R:0.1, C:.0

DP DP

/
\
DP ,

R:0.3, C:0
DP
DP 0.4 D/P
R:0.4, C:.0
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STP — priklad

0.1
R:0.1, C:0

DP DP

/ \
/ \

0.2 RP RP 0.3
R:0.1, C:1 R:0.1, C:1
DP D/P
RP 0.4 A/P Po 2x15s prejdu
R:0.1, C:2

porty do forwarding
stavu
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STP — priklad

R:O.i, C1

R:O.i, C:1

0.1
R:0.1, C:.0
DP DP
/
\
RP
DP
RP 0.4 A/P
R:0.1, C:2
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STP — priklad

R:O.i, C1

R:0.3, C:0

0.1
R:0.1, C:.0

DP

/
\
DP
DP

RP 0.4 D/P
R:0.1, C:2

Po 20s
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STP — priklad

0.1
R:0.1, C:0

DP DP

/ \
/ \

0.2 RP DP 0.3
R:0.1, C:1 R:0.1, C:3
DP R/P
RP 0.4 D/P Po 2x15s prejdu
R:0.1, C:2

porty do forwarding
stavu
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RSTP — priklad

R:0.2, C:0

0.1
R:0.1, C:.0

DP DP

/
\
DP ,

R:0.3, C:0
DP
DP 0.4 D/P
R:0.4, C:.0
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RSTP — priklad

0.1
R:0.1, C:0
DP DP
/ \
/ \
0.2 RP RP 0.3
R:0.1, C:1 R:0.1, C:1
DP D/P
Pomocou Proposal —
| Agreement mechanizmu
RP 0.4 AP porty prejdi rychlo do
R0.1,C:2 forwarding stavu
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RSTP — priklad

R:O.i, C1

0.1
R:0.1, C:0

DP DP

/
\
RP ,

R:0.1, C:1
DP
RP 0.4 A/P
R:0.1, C:2
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RSTP — priklad

R:O.i, C1

Po max. 6s

R:0.3, C:0

0.1
R:0.1, C:0
DP
\
DP
DP
R:0.1, C:2
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RSTP — priklad

0.1
R:0.1, C:0
DP DP
/ \
/ |
0.2 RP DP 0.3
R:0.1, C:1 R:0.1, C:3
DP R/P
Pomocou Proposal —
| Agreement mechanizmu
RP 0.4 DP porty prejdu rychlo do
R0.1,C2 forwarding stavu
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